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Problems with centralized marketplaces

01

Monopolistic
Control Squeezing
out small
businesses
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Problems with centralized marketplaces

01

Monopolistic
Control Squeezing
out small
businesses

02

Does not provide
control and
flexibility
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Problems with centralized marketplaces

01

Monopolistic
Control Squeezing
out small
businesses

02

Does not provide
control and
flexibility

03

Relying on a
single platform
lncreases
vulnerability
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What’'s a federated marketplace?
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® Federation

Let’'s say that you own an online
store that sells shoes...

ONLINEBOUTI0UE $ UsD ~

Google Cloud Hot Products

e

Arizona SFB VL Alpha Force 88 Gel-NYC
$129.99 $140.00 $128.99

777

Samba OG Chuck 70 Fall Tone 9060

05



02

03

04

U5

06

U7

03

I \vAalll

Problem

Federation

Vision

Solutions

Architecture

Demo

Q&A

Let’s say that you own an online

store that sells shoes...

U1

You have gained a lot of traction
from customers recently and want
To expand your store
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Let’s say that you own an online
store that sells shoes...

U1

02

You have gained a lot of traction
from customers recently and want
To expand your store

You would 11
your custome
product 1nve

Ke to create value to
s by 1ncreasing your

Ntory
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Let’s say that you own an online

store that sells shoes...

U1

02

03

You have gained a lot of traction
from customers recently and want
To expand your store

You would like to create value to
your customers by i1increasing your
product 1nventory

You value trust and transparency
and would only like to work with
Known partners

06
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® Federation

What 1f you could partner with other
online stores to sell their products?

ONLINESOUTIOUE $ usp v | Y

v

Google Cloud

Samba OG Chuck 70 Fall Tone 9060
$100.00 $89.99 $149.99

P

-

- e N iR ™ -’ Colourful
o Holy $17.99
$99.00 '
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“A federated marketplace 1s a
decentralized platform that
enables multiple 1ndependent
entities to participate and
collaborate, sharing resources
while malntalning autonomy and
interoperability.”
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Qur vision 1s to create
a tederated marketplace
that simplifies access
and collaboration,
enhances security, and
builds trust with
transparency.
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What main challenges
did we face while
building federated

marketplace? And how
did we solve them?
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Working with Microservices 1S complex
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Challenges we faced of working with Microservices

01 02

High complexity Teams 0Organilzation

« Multiple services « Team worked on different
« Different stacks services
« Complex architecture « A challenge to make them
compatible
« Important with great
communication

03

Development time

« Long development times due
to many services

e Did not support apple M1/M2
architecture
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Research question 1:
How to joiln the
federated marketplace
and ensure that only
allowed parties can
participate?

12
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® Solutions

How do stores find each other?
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How do stores find each other?

14



05

® Solutions

How do stores find each other?

Our choice: Federation Hub
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® Solutions

HUD

Federation Hub combilines
best of the two worlds

C)j_ Minimal role — allowing nodes to
communlcate 1in almost P2P manner

02 Can be easily scaled up to
Mastodon-1l1ke architecture using
multiple Hub instances

16
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® Solutions

HUD

What does Federation Hub do?

@1 Allows shops to joln and leave
federation
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® Solutions

HUD

What does Federation Hub do?

@1 Allows shops to joln and leave
federation

@2 Helps stores to find other shops
to collaborate with
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® Solutions

HUD

What does Federation Hub do?

@1 Allows shops to joln and leave
federation

@2 Helps stores to find other shops
to collaborate with

03 And nothing more!

19
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HUDb

What 1s under the hood?

Auth

Server
Shops
Registry

20
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How does a shop join the Federation?

HUD

3.61ive tokens!

<

4. Tokens

>

2. Shop
exists?

N

Shops
Registry

G

5. Save shop

0. Generate
public and
private keys

N

1. I want to join! \‘
<
> /
6. Tokens h

You are 1in the
Federation!&

21
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1. Ask authentication server for
access / refresh tokens

3.6ive tokens!

<

>

4. Tokens

<
Shops
Registry

HUD

N
Z
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2. Get tokens for a shop

>

Tokens

<
Shops
Registry

HUD

Z

23
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HUD

3. Add shop to global shop registry
that are part of the Federation

Add
Shop

=

) %%),\
‘/'
Shops =
Registry

24
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4. Return tokens and celebrate new member!

> < W
‘/'
>
Shops Tokens N
Registry
You are in the
H U b Federation!Es

25
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How do shops know about each other?

! 'shops connected
to Hub A E to Hub B

'shops connected

26
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éshops in H U b

the federation

Notify all shops 1n the Federation
about new shop jolned.

|
I Notify all shops

Tokens &2
: about new shop -

27
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Periodical polling of current shop 1list

//////%\

shop list —

9

:< shop list >

- Hub

— shop list

shops in
the federation

28
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® Solutions

Ads Cart
Service Service
Checkout Currency
Service Service
Product-
Payment catalouge
Service Service

Shop A

Server

HUD 1

Cart
Service

Currency
Service

Product-

Payment catalouge
Service Service

Shop B

Ads
Service

Checkout
Service

29
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How does a shop actually communicate with Hub?
Does 1t use any software?

P,
° HUD

30
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How does a shop handle all this on 1ts side?

Federation
service

51
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® Solutions

Federation
service

What 1s federation service?

01 Allows communication with the Hub

52
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® Solutions

Federation
service

What 1s federation service?

01 Allows communication with the Hub

@2 Stores all shops that are part
of the Federation

33
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Federation
service

What 1s federation service?

01 Allows communication with the Hub

@2 Stores all shops that are part
of the Federation

03 Manages partnerships with other shops

34
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What 1s under the hood?

—
%

Dashboanrd Server

Shops
Registry

Federation service

35
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How can shops communlicate directly?

Federation Federation
service / service

356
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Llet’s see how stores are stored!

P

37
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We store 1nformation about all shops
that are part of the Federation

- SHOP PUBLIC KEY

MIIBOgI..

odKAmV6 ...

38
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0. Before jolning shop generates
public and private keys

Federation
service

i

N

4

4

Generate
public and
private keys

40
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1. When joining also sends 1ts public key

I want to join!

<

Here 1s my
public key!

4

i
y

Federation
service

HUD

40
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2. Hub stores all public keys for all shops

4

i
y

Federation
service

HUD
()

Store shop with 1ts
public Kkey

40
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How does direct communication look 1like?

41
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One shop generates JWT token
with 1ts private key

Generate JWT token

41
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Shop sends partnership request
with specified rights and JWT token

partnership request
with JWT token

>

Z

42
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Another shop verifies JWT token

Z
()

Verify JWT token
with shop’s
public keys

42
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Shop elther accepts or denies
partnership request

2. Send partnership request
with JWT token

>

()

4. Send a response

We are partners &2
Nah, sorry & :
Y 5. Verify JWT

1. Generate JWT token token with

shop’s public
keys

42
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Rights management

Farn Commision

Share Inventory

Share Data

Co-Promote

Sell

43
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Finally shops can communlcate!

@1 Every shop knows about other shops
in the Federation!

44
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Finally shops can communlcate!

NI

02

Every s
1n the

Every s
Trom ot

nop knows about other shops

-ederation!

nop has all public keys

ner shops

44
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Finally shops can communlcate!

@1 Every shop knows about other shops
in the Federation!

@2 Every shop has all public keys
from other shops

03 So they can communicate directly
without 1nvolving the Hub!

44
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Nwa
Z

How to ensure that only allowed parties
can participate 1n the federated marketplace?

Qur answer:

@1 Hub manages public keys for all
stores that joined the Federation

45
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® Solutions

Nwa
Z

How to ensure that only allowed parties
can participate 1n the federated marketplace?

Qur answer:

@1 Hub manages public keys for all
stores that joined the Federation

@2 -ach shop can verify a future
partner with 1ts public key

45
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® Solutions

Nwa
Z

How to ensure that only allowed parties

can participate 1n the federated marketplace?

Qur answer:

@1 Hub manages public keys for all
stores that joined the Federation

@2 -ach shop can verify a future
partner with 1ts public key

03 Each shop has opportunity to
terminate partnership at any time

45



B4 Vision

95 @ Solutions How to get started as a shop?

06 Architecture Download the Federation Service and add it to

your cluster.
97 Demo

08 Q&A

partnerships Partnership communication Find out more

/vl/partnerships/request Send partnership request AV i

%/ Federation Dashboard

& > C Y @ localhost:5173 h K K& o € O 8 O == :
fvlfpar.tners‘h BA - Google Tabn... [ found beautiful [5 check24 [E5 fraunhofer 5 E5 guitars [E5 erasmus [ gatech [E3 thesis

uni 5 money [ competitve

Federation Hub Partners

/vl/partnershi

/vl/partnershi

/vl/partnershi

Online Boutique Tech Mart Garden Central

We simply sell everything that Your one stop for all tech Everything you need for your
you need. And more. gadgets garden
Earn Commission Share Inventory Earn Commission Share Inventory Earn Commission Share Inventory
Share Data Co-Promote  Sell Share Data Co-Promote  Sell Share Data Co-Promote Sell
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® Solutions

Ads Cart
Service Service
Checkout Currency
Service Service
Product-
Payment catalouge
Service Service

Shop A

Federation
service

Hub
Service

Hub 1

FederationB®:Tis
service Service

Currency

Service

Product-
Payment catalouge
Service Service

Shop B

Ads
Service

Checkout
Service
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Research question 2:
How to enable stores
to exchange
inventory with each
other 1n an
efficient way?

48
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How do stores exchange 1nventory?

49
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How do stores exchange 1nventory?

Inventory
Exchange

&\\\\‘ Service

49
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® Solutions

Inventory
Exchange
Service

What does Inventory Exchange Service do?

01 Allowing shops to get products
from 1ts partners

20
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® Solutions

Inventory
Exchange
Service

What does Inventory Exchange Service do?

01 Allowing shops to get products
from 1ts partners

@2 Enabling shops to check 1f an 1tem
1S avallable for purchase

20
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® Solutions

Inventory
Exchange
Service

What does Inventory Exchange Service do?

01 Allowing shops to get products
from 1ts partners

@2 Enabling shops to check 1f an 1tem
1S avallable for purchase

03 Letting stores exchange order
1nformation

20
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Inventory
Exchange
Service

Inventory
Exchange Service
API

o1
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GET Products /api/vl/products

Each shop will periodically call the other to
recelve product info. Want to keep the number
of requests down.

GET api/vl/products

>
Inventory M Inventory
Exchange " igr: vstring', Exchange
o "name": "string", o
Service bl Service
"orice": O,
”gmageURL“: "string"

92
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GET Product /api/v1l/product/{id}

Check 1f there’s enough inventory to make the
purchase and reserve 1tem.

GET api/vl/product/{id}
>

Inventory
Exchange 200 OK/ Exchange
Service 404 Not found  EYJVERH:

Inventory

93
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POST Order /api/vl/order

Exchange order 1nformation between stores.

200 OK

Inventor‘y POST api/vl/order
Exchange &K

"id": "string",

- "shippingAddress": {
Se r‘Vlce "StreetAddress": "string",

"City": "string",
"State": "string",
"Country": "string",
"ZipCode": 0O
F
"items": [
{
"1id": "string",
"cost": O

}

d Inventory
Exchange

Service

24
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Inventory
Exchange
Service

Problems faced while
working with the
Inventory Exchange
Service

95
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Problem ()] @ standardizing all data exchanged

- Documenting data exchanges 1nto schemas 1n
an API protocol.

- Need to convert price to US dollars before
sending 1t to partner shops.

{
"1d": "string",
"name": "string",
"description": '"string",
"price": 0,
"imageURL": "string"

}.

26
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Nwa
Z

Problem ()Y @ Product ID handling between shops

- Can cause conflicts
— Add shop 1dentifier 1n the begilnning of
product 1d

1d="0LJCESPC7Z" > 1d="0NBQ:0LJCESPC7Z"
2 A

/ o

product 1d shop 1dentifier product 1d

927
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wd)

Z

Problem ()3 @ Billing & Shipping

- Want to make 1t as

possible for user
Trust 1ssues with
Third party bank o

convenlient as

nayments

~ other solutilon

28
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How to get started as a shop?

- Build the Inventory Exchange Service. Follow
API documentation and protocol.

- Example service 1n Go that can be used as
boiler plate.

default A

GET /api/v1/products Retrieve products AV

(e13) /api/v1l/product/{id} Checkif productis available for purchase and reserve product by ID Vo

POST /api/v1l/order Create an order Vo

Schemas v

28
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Research question 3:
How to observe
transactlions across
shops without
sacrificing
performance?

29
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What are we monitoring?

@1 We needed to prioritize and
decided to start with monitoring
business metrics

02 This basically means monitoring

the Inventory Exchange Service to
see how other stores interact with
your products

03 There are many metrics that we
could have tracked

60
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How did we do 1t?

‘gg’ Prometheus for monitoring

) G

Grafana

Gratana for displaylng data

61



05 ® Solutions Will running Prometheus sacrifice performance?

@1 Running Prometheus 1tself does not
sacrifice performance.

@2 °Prometheus collects metrics by
neriodically scraplng targets

The scraping process 1nvolves

03 making HTTP requests, which can
introduce some overhead, but 1ts
impact 1s expected to be minimal.
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What metrics are we currently tracking

U1

02

U3

How many times a store polls your
inventory

How many times someone has bought
an 1tem, also tracking 1f purchase
falls due to lack of 1nventory

How many external orders you have
received from partners

65
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{a.

=— Home : Dashboards : Integration - Go » Sock Shop v <@

Demo

Total number of requests

200 api/getproduct/Holy

Q&A

200 api/getproduct/Catsocks

Graftana Dashboard v1.0

200 apifgetproduct/Colourful

200 apifgetproduct/Merdleg

Q) Search or jump to...

200 apifgetproduct/SuperSportXL

200 api/gatproduct/YouTube.sock

= emd+k

wtAddv B @ & (@ Last6hours v

200 api/getproduct/Crossed

200 aplfgetproduct/Classic

200 apifgetproduct/Figueroa

200 fapifgetproducts

a

4



® Architecture

Ads
Service

Checkout
Service

Payment
Service

Cart
Service

Currency
Service

Product-

catalouge

Service

Shop A

Federation

service

Inventory

Exchange
Service

Auth
Server

Federation
service

Inventory
Exchange
Service

Payment
Service

Cart
Service

Currency
Service

Product-

catalouge

Service

Shop B

Ads
Service

Checkout
Service
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Recap: What do 1 have to
do to join the federation?

66
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Architecture

Demo

Q&A

What do I have to do to joiln the federation?

C)j. Jownload Federation Service and
~un 1t 1n your cluster

02 Implement and run the Inventory
Exchange Service according to

protocol

67
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Thank you!

Q&A
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